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1 Introduction

Some processors in the i.MX 9 family (for example, i.MX 95 and i.MX 94) feature an M33 core dedicated to
running a system manager (SM).

SM is a firmware provided by NXP, intended to manage low-level resources for the other processors in the SoC.
It provides a standard Arm SCMI interface to its clients, extended with some NXP proprietary extensions.

SM is delivered in source form, allowing customers the freedom to modify and recompile its code to suit

their needs. However, NXP advises that any changes made to extend SM functionality must be limited to the
customer board layer. It avoids unnecessary and possibly dangerous modifications to SM code while keeping
modifications and extensions well segregated from the SM core code.

The SM provides a mechanism to overload and extend nearly every provided SM entry point and redirect them
to the customer board layer. Though most of SM-exposed RPC can be overloaded this way, the best way to
extend the SM function is to add dedicated board controls.

This application note covers SM and client implementations provided in the NXP 6.6.36_2.1.0 BSP release.

2 System manager controls

To expose device or board settings that the standard SCMI interfaces cannot manipulate, SM provides access
to controls. Accessing a control can trigger registers or variables to be set or retrieved, or more complex actions
to occur.

A control is identified by its 32-bits ID. SM clients can manipulate the controls using the NXP MISC extension to
the SCMI protocol.

SM provides a mechanism for customers to add their own controls by only modifying their board layer. It is the
preferred way to extend SM functionalities.

3 RPC for managing controls

Table 1 lists the SCMI APl managing controls, their intended usage, and the required APl permission needed for
a client to call them.

Table 1. SCMI APl managing controls
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SCMI RPC Description Intended usage API permission
SCMI_MiscControlSet() Set a control array to a given set |Write to SoC or external SET
of values. peripheral registers.
SCMI_MiscControlGet() Retrieve a set of values Read from SoC or external GET
associated with a control. peripheral registers.
SCMI_MiscControlExtSet() Set an array of values associated |Write a series of values SET
with a control. An address is to a SoC or external SM
passed to the SM. peripheral register at a given
address.
SCMI_MiscControlExtGet() Retrieve an array of values Read a series of values GET
associated with a control. An from a SoC or external SM
address is passed to the SM. peripheral register at a given
address.
SCMI_MiscControlAction() Perform an arbitrary action This RPC implements any EXCLUSIVE
associated with a control. complex action.
Uses an action ID and a list of
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Table 1. SCMI APl managing controls...continued

SCMI RPC Description Intended usage API permission
parameters. Returns a list of
values.
SCMI_MiscControlNotify() Register an agent to be notified |Receive notification from NOTIFY
of an event associated with a other logical machine on an
control. arbitrary event.
SCMI_MiscControlEvent() Broadcast an event associated Send a notification on an None

with a control. Agents registered |arbitrary event.
receive a notification.

4 Device controls vs board controls

For each i.MX supported SoC, SM provides device controls. Device controls are used to control aspects of

the SoC that are not covered by the standard SCMI protocols, for example, static settings of global device
configuration registers. Device controls are device-specific and provided by SM code. Their IDs can be found
in the devices/<dev>/sm/dev_sm control.h. The implementation of the RPC associated with the device
controls can be found in devices/<dev>/sm/dev_sm control.c.

For each board supported, SM provides a set of board controls. Board controls are used to expose SM-
managed board-related components. For example, the SM can use a board control to expose an external GPIO
expander to the SM clients. Board controls implementation can be found in board/<board>/sm/brd sm_
control. [h]c].

When board controls are present, they are exposed to clients by redirecting the corresponding device control
RPC to the board layer. For detailed steps, refer to the SM porting guide: GitHub - nxp-imx/imx-sm: System
Manager firmware for i.MX processors and the following section.

4.1 Device layer redirection

SM is structured so that SCMI RPC calls used to access most of the device resources exposed to clients point
to functions in the device layer. This layer is device-specific, provided by NXP, and must not be modified.

If customers must implement a specific extension to an existing SCMI protocol, the SM provides a way to
redirect calls from the device layer to the board layer. This way, customer-specific implementation can reside in
the board layer only.

Device layer redirection is not limited to the SM controls. However, applying this mechanism to SM control is the
preferred way to extend the SM functionalities, while keeping the changes in the code contained to the board
layer.

4.2 Device layer redirection workflow

An RPC call ends up calling a function in the Logical Machine Management (LMM) layer. This function
either redirects to a device implementation inside the device layer (default implementation), or to a custom
implementation inside the board layer.

Figure 1 shows the call flow when the LMM function is not redirected to the board layer.
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Figure 1. LMM call not redirected
Figure 2 shows the call flow when the LMM function is redirected to the board layer. If the parameters
of the RPC calls are board-specific, such as accessing a board sensor or board control, the board layer
implementation must perform specific actions. Otherwise, it must fall back to the device layer implementation.
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Figure 2. LMM call redirected to board layer

4.3 Example

Figure 3 shows the example for SCMI MiscControlSet () ini.MX 95 SoC.
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Figure 3. SCMI_MiscControlSet()
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* Acallto SCMI MiscControlSet () from the client executes the LMM MiscControlSet () function defined

in sm/lmm/lmm misc.c.

* LMM MiscControlSet () calls SM _CONTROLSET.
* SM_CONTROLSET is defined in sm/dev/dev_sm api.h as follows:

#ifndef SM CONTROLSET

/*! Redirector (device/board) to write a control */

#define SM CONTROLSET
#endif

DEV_SM ControlSet

i.MX 95 EVK board layer redefines sM_CONTROLSET to point to a board layer implementation, in boards/

mcimx95evk/sm/brd sm control.h:

#define SM CONTROLSET

BRD _SM ControlSet

h:

The board control IDs and their numbers are also defined in boards/mcimx95evk/sm/brd sm control.

/*! Number of board controls */

#define BRD SM NUM CTRL

7UL

/*! Total number of controls */
#define SM_NUM CTRL (DEV_SM NUM CTRL + BRD SM NUM CTRL)

/%!
@name BRD SM control domain indexes

)

/**@{ */

#define BRD SM CTRL SD3 WAKE (DEV_SM NUM CTRL + 0U)
#define BRD SM CTRL PCA2131 (DEV_SM NUM CTRL + 6U)
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» Therefore, RPC ends up calling BRD SM ControlSet. The corresponding implementation is provided in
boards/mcimx95evk/sm/brd sm control.c. If the control ID is a device control ID, it falls back to the
device implementation. If the control ID is any other control ID, it provides a board implementation.

int32 t BRD _SM ControlSet (uint32 t ctrlId, uint32 t numVal, const uint32 t
*val)
{
int32 t status = SM ERR SUCCESS;
/* Check to see if ctrlId is within bounds*/
if (ctrlId < SM _NUM CTRL)
{
/* Check if device or board */
if (ctrlId < DEV_SM NUM CTRL)
{
status = DEV_SM ControlSet (ctrlId, numval, val);
}
else
{
/* Check the ctrlId and do what’s needed */
}
}
else
{
status = SM_ERR_NOT FOUND;
}
/* Return status */
return status;

}

* For a client to act on the new board control, permissions must be granted to access it. Those permissions are
granted in the board configuration file configs/mx95evk.cfq.
Note: The permissions are granted control by control.

# #

# M7 EENV #
# #

LM1 name="M7", rpc=scmi, boot=2, skip=1, did=4, safe=seenv

# API

BRD SM CTRL PCA2131 ALL

5 Board control implementation

This section shows the procedure to implement a new board control. It gives a step-by-step outline of the
implementation, from the control ID definition to the necessary modifications in the SM board layer.

5.1 Control ID

To prevent conflicts between device control ID and board control ID, the SM RPC layer uses bit 15 of the control
ID to discriminate between board control and device control.

* If bit 15 of the control ID is not set, then the control ID is passed to the (possibly redirected) device layer
without modification.

* If bit 15 of the control ID is set, then the control ID (input control id & ~0x8000) +
DEV_SM NUM CTRL is passed to the (possibly redirected) device layer.
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The consequences of using bit 15 as a marker for board controls are as follows:

» Even if the CtrlID field is a 32 bits unsigned int, use only control IDs lower than OxFFFF. This means 32768
device control IDs are from 0x0000 to 0x7FFF and 32768 board control IDs are from 0x8000 to OxFFFF.

* In the SM code, the board control ID must be defined and used as follows:

#define MY ID (DEV_SM NUM CTRL + MY INDEX)

* In the client code, the board control ID that must be passed to the SCMI RPC is MY INDEX |
MISC_CTRL_FLAG_BRD. NXP client software defines the MISC_CTRL FLAG BRD as 0x8000.

5.2 Implementation outline

A custom board control can be implemented by redirecting the device implementation of the MiscControlXXX()
functions.

To implement a custom board control, perform the following steps:

* Redirect the requests SCMI_MiscControlxxx () API from the device layer to the board layer. Redefine the
SM_CONTROLXXX symbol in the board layer code.

* Add a new control ID in the board control layer, define BRD SM MY ID (DEV_SM NUM CTRL +
BRD SM INDEX), and increment BRD SM NUM CTRL accordingly.

* Grant clients access to the new control. Add the required APl permissions to BDR_SM MY ID in the impacted
agent.

* Provide an implementation of the redirected function or extend the existing implementation. To detect your
new control is targeted, check for BRD SM MY ID.
5.2.1 Client-side implementation

Call the necessary SCMI access function passing BRD _SM INDEX | MISC CTRL FLAG BRD as CtrlID.

An example of a client-side call to MiscControlAction for a control action passing action=0, no input arguments
is as follows:

err = SCMI MiscControlAction (SCMI A2P, BRD SM INDEX | SCMI MISC CTRL FLAG BRD,
0, 0, NULL, &numRtn, &rtn);

5.3 Caveats

Board controls and device layer redirections can give any client the possibility to run arbitrary code in an SM
context. Before writing such code, one must be aware of the following caveats:

1. Limit board layer code processing time. SM is mono-threaded. If an SCMI call is being served, other
concurrent SCMI calls have to wait until it returns. This process can stall other clients for an unacceptable
amount of time. A few hundreds microseconds or less is a good order of magnltude for a board layer call
in a production context Accessing a device register or performing a single fast | 2C read is probably okay.
Dumping many | ’c registers from a slow device is not. To assess their impact on SM responsiveness,
ensure to profile your board control implementation.

2. Bugs in board layer code can hang or crash the SM, resulting in a full platform reset. Board control
manipulation code must be carefully audited. Inputs to board control functions (especially ControlAction)
must be sanitized and checked to prevent a buggy or malicious client from impacting SM and therefore the
full platform in unwanted ways.
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5.4 Examples of board control usage

1. Read a PF09 PMIC register:
» Create a BRD SM CTRL PMIC ACCESS control ID.

* Extend the board implementation of SCMI MiscControlExtGet (uint32 t ctrlId, uint32 t
addr, uint32 t numRtn, uint32 t *rtn) tocall BRD SM PmicRead (BOARD PF09 DEV
ADDR, addr, rtn) when called withthe BRD SM CTRL PMIC ACCESS ID.
numRtn must be 1 and rtn must be a valid pointer.

¢ Any client can then call the function as follows:

SCMI MiscControlExtGet (SCMI A2P, BRD SM CTRL PMIC ACCESS |
SCMI_MISC CTRL FLAG BRD, pmic_ reg address, 1, &rtn);

2. Write a PF09 PMIC register:
* Use the same control ID as above.
» Extend the board implementation of SCMI_MiscControlExtSet () to write to the PMIC register when
called with the BRD_SM_CTRL_ PMIC ACCESS ID.

6 Device and board control client support

The i.MX MCUXpresso SDK v16_00 for i.MX 95 supports the full SCMI_MiscControl API set, except
SCMI MiscControlExtSet () and SCMI_MiscControlExtGet ().

The NXP Linux kernel 6.6.36_2.1.0 only supports SCMI MiscControlSet, SCMI MiscControlGet, and
SCMI MiscControlNotify APl

7 Control specificities

This section describes parameters and usage specific to some SM controls.
SCMI_MiscCtriNotify()/SCMI_MiscCtriEvent()

Any agent can call SCMI MiscCtrlNotify () to request notifications from a controllD. Any other agent can
then use SCMI_MiscCtrlEvent () to broadcast notifications associated with this control ID.

SCMI MiscCtrlNotify () and SCMI MiscCtrlEvent () take the control ID and a 32-bits flag as argument.
The notification sent by SCMI MiscCtrlEvent () is delivered to all agents registered for notifications for the
relevant control ID and who have at least one flag bit matching the flag set in SCMI MiscCtrlNotify ().

The device layer call associated with SCMI_MiscCtrlNotify () is DEV_SM ControlFlagSet (). Itcan be
redirected the usual way. The i.MX 95 board port uses this mechanism to notify agents of incoming interrupts
from GPIO expanders (see BRD_SM ControlHandler () function).

8 References

The references used to supplement this document are as follows:

* Arm System Control and Management Interface Platform Design Document v.3.2: https://developer.arm.com/
documentation/den0056
» System manager GitHub repository: GitHub - nxp-imx/imx-sm: System Manager firmware for i.MX processors

9 Acronyms

Table 2 lists the acronyms used in this document.
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Table 2. Acronyms

Term Description

LMM Logical machine management

RPC Remote procedure call

SCMI System control and management interface
SM System manager

SoC System-on-chip

10 Note about the source code in the document

Example code shown in this document has the following copyright and BSD-3-Clause license:

Copyright 2024 NXP Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials must be provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS I1S" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

11 Revision history

Table 3 summarizes the revisions to this document.

Table 3. Revision history

Document ID Release date Description

AN14478 v.1.0 25 November 2024 Initial public release
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